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SOLARWINDS FIXES
CODE EXECUTION BUG
IN ENTERPRISE
HELPDESK SOFTWARE

Patches
Notes
APPLE RELEASES IOS AND
MACOS UPDATES TO PATCH
ACTIVELY EXPLOITED 0-DAY
VULNERABILITY


The vulnerability, dubbed CVE-2022-22587, stems
from
a
memory
corruption
flaw
in
the
IOMobileFrameBuffer component, which might be
exploited by a malicious application to run arbitrary
code with kernel privileges.



The iPhone manufacturer said it's "aware of a report
that this issue may have been actively exploited," and
that it's "aware of a report that this issue may have
been actively exploited." It added that it's "aware of a
report that this issue may have been actively
exploited," and that it's It didn't say what kind of
attacks were launched,



Solarwinds has patched a serious
vulnerability in its Web Help Desk
product that allowed attackers to run
arbitrary Hibernate Query Language
(HQL) code.



Solarwinds Online Help Desk is a
helpdesk
ticketing
and
asset
management
solution
that
gives
customers a consolidated web interface
to manage end user trouble tickets and
track the lifecycle of service requests.

CISA MENTIONS 17
CRITICAL BUGS THAT
NEED IMMEDIATE
PATCHING


The CISA has added 17 actively exploited
vulnerabilities
to
its
list
of
known
vulnerabilities, and has advised government
entities that they must be patched.



Allows hackers to carry out a variety of attacks,
including stealing credentials and information,
remotely executing commands, getting
network access, and downloading and
executing malware.
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Iranian Hackers
Using New
PowerShell
Backdoor in Cyber
Espionage Attacks


The PowerShell code
operates in the context of
a.NET application, avoiding
the need to launch
'powershell.exe,' allowing it to
avoid security solutions
"Cybereason's senior
malware researcher, Daniel
Frank, explained. "For stealth
and efficacy, the toolkit
evaluated comprises
extremely modular, multistaged malware that
decrypts and distributes
additional payloads in various
stages.



The threat actor, which has
been active since at least
2017, has been behind a…

CYBER
ATTACKS

NO SMOKE WITHOUT FIRE? ‘CRITICAL’ LOGURU
SECURITY FLAW TURNS OUT TO BE NON-ISSUE
GitHub has pledged to stop sending out advisories regarding a vulnerability in
Loguru, a popular Python logging tool, that was later discovered to be false.
Tens of thousands of users were notified by the DevOps platform about a major
remote code execution (RCE) vulnerability in Loguru, which was identified as
CVE-2022-0329 and given a critical grade of 9.8/10.

MICROSOFT AZURE CUSTOMER HIT
BY LARGEST EVER 3.47 TBPS DDOS
ATTACK


The DDoS attack lasted about 15 minutes and
involved a botnet with over 10,000
compromised IoT (Internet of Things) devices
from around the world. Iran, India, China,
Russia, Taiwan, Vietnam, Thailand, Indonesia,
South Korea, and the United States were
among the countries represented.



Although it is unknown who was responsible
for the attack, Microsoft released a research
titled "Azure DDoS Protection—2021 Q3 and
Q4 DDoS attack trends" that looked into the
incident further. The attack was mitigated,

Malware and
Vulnerabilities
MOONBOUNCE IS A
PERSISTENT MALWARE
THAT CAN SURVIVE
DRIVE FORMATS AND
OS REINSTALLS


Over the last few days, a new
malware has been making
waves. Moonbounce, the
rootkit that was discovered, is
a persistent malware that can
withstand drive formatting
and OS reinstalls.



It is a sophisticated bootkit
that
targets
your
motherboard's
firmware,
United Extensible Firmware
Interface,
commonly
abbreviated as UEFI.

HACKERS USING NEW EVASIVE
TECHNIQUE TO DELIVER
ASYNCRAT MALWARE


"Through a simple email phishing tactic with an HTML
attachment, threat attackers are delivering AsyncRAT (a
remote access trojan) designed to remotely monitor and
control its infected computers through a secure,
encrypted connection," according to a report by Michael
Dereviashkin, security researcher at enterprise breach
prevention firm Morphisec.



The invasions start with an email message that contains an
HTML attachment that looks like an order confirmation
receipt (for example, Receipt-digits>.html). When the
message receiver opens the decoy file, they are directed to
a web page where they must save an ISO file.

WIDESPREAD FLUBOT AND TEABOT MALWARE CAMPAIGNS TARGETING
ANDROID DEVICES


According to the findings, attackers are changing their subject lines and repurposing older, but well-known
frauds to attract consumers to click "a research published on Wednesday by a Romanian cybersecurity firm.
"Furthermore, the countries targeted by the attackers in this campaign are continually shifting.



The new round of attacks is believed to have been particularly active in Australia, Germany, Poland, Spain, Austria,
and Italy, among other nations, beginning in mid-January and moving to fresh countries such as Romania, the
Netherlands, and Thailand.

CYBER
TECH

HOW WAZUH CAN IMPROVE DIGITAL
SECURITY FOR BUSINESSES





Wazuh is a free and open source security platform that
combines XDR and SIEM features. It not only allows
businesses to detect complex threats, but it may also
assist prevent data breaches and leaks. As a result, it has
the potential to rescue enterprises from costly repairs
that could lead to their closure.



It is also possible to integrate Wazuh with a number of
external services and tools. Some of them are VirusTotal,
YARA, Amazon Macie, Slack, and Fortigate Firewall.
Consequently, companies can improve their security
against hackers from penetrating their networks.





GITHUB ENABLES TWOFACTOR
AUTHENTICATION
MECHANISM THROUGH
IOS, ANDROID APP

This week, GitHub announced that all
users will be able to use two-factor
authentication
through
GitHub
Mobile. GitHub Mobile 2FA will be
available to all users in the App Store
and Play Store, according to GitHub's
Berk Veral in a blog post.
With an experience that is fully baked
within the GitHub services you
already use, GitHub Mobile presents
a strong alternative to existing onetime passcode solutions supplied by
third-party apps and via SMS.

SILKWORM SECURITY?
RESEARCHERS CREATE
NEW AUTHENTICATION
METHOD USING SILK
FIBERS
The researchers suggest in their
paper "Revisiting silk: a lens-free
optical
physical
unclonable
function," published in the academic
journal Nature Communications,
that silk's features could be used to
produce
physical
unclonable
functions.
PUFs can operate as physical
security keys for digital services that
cannot be reproduced or cloned,
according to the team, which
includes Min Seok Kim, Gil Ju Lee,
Jung Woo Leem, Seungho Choi,
Young L. Kim, and Young Min Song.

SECURITY
ORCHESTRATION
AUTOMATION &
RESPONSE

ABOUT INFOPERCEPT
Infopercept’s vision and core values revolve around
making organizations more secure through the
core values of Honesty, Transparency and
Knowledge, so as to enable them to make better
informed decisions about their security practices &
goals. With our synergistic vision to combine
technical expertise and professional experience, we
aim to further establish our place as a one stop shop
for our clients and partners’ cybersecurity and
accreditation needs.

Our specialized core team comprises experienced
veterans, technical experts & security enthusiasts
having good practical experience & thorough
knowledge in the Cybersecurity domain, latest
trends, and security innovations; ensuring that you
always get the best security approach & solution for
your specific business needs exactly the way you
want it to be.

+91 98988 57117
sos@infopercept.com
www.infopercept.com

Security
Orchestration,
Automation,
and
Response solutions bring out the best in
cybersecurity
by
efficiently
combining
automation, orchestration & threat data
collection
from
multiple
sources
and
automatically responding to low level security
events without human assistance. The goal of
using a SAOR stack is to improve the efficiency
of physical & digital security operations and to
have a single and comprehensive incident
response platform.

Infopercept conducts the following steps to
implement SOAR;





Threat and Vulnerability Management
Security Incident Response
Incident Report Automation
Security Operations Automation

